Azerbaijan Technical University
Faculty: Information Technologies and Telecommunication
Program Code and Name: 050615 – Information Security 



	STUDY PLAN

	1st Academic Year Fall Semester (1st Semester)

	Course Code
	Course Name
	Credits

	ÜF-1302y
	History of Azerbaijan
	5

	ÜF-2518y
	[bookmark: _GoBack]Business and Academic Communication in Foreign Language-1
	4

	İF-17121y
	Mathematical Analysis
	6

	İF-2203y
	Fundamentals of Information Security
	6

	İF-2204y
	Fundamentals of Programming
	6

	ÜFS-1310y
	Psychology
	3
(Selective)

	ÜFS-1308y
	Sociology
	

	ÜFS-1309y
	Fundamentals of Law
	

	ÜFS-1311y
	Engineering Ethics
	

	Total credits per semester
	30

	

	1st Academic Year Spring Semester (2nd Semester)

	Course Code
	Course Name
	Credits

	ÜF-1306y
	Business and Academic Communication in Azerbaijani language
	4

	ÜF-2519y
	Business and Academic Communication in Foreign Language-2
	4

	İF-1720y
	Linear Algebra
	6

	İF-2250y
	Basics of Networks
	6

	İF-2201y
	The Basics of Cyber Security
	6

	İFS-2220yn
	Web Programming (Front-End)
	4

	Total credits per semester
	30

	

	2nd Academic Year Fall Semester (3rd Semester)

	Course Code
	Course Name
	Credits

	ÜF-2520y
	Business and Academic Communication in Foreign Language-3
	4

	İF-17122y
	Discrete Mathematics
	5

	İF-2202y
	Security of Networks
	5

	İF-2206y
	Operating Systems
	5

	İFS-2225yn
	Python for Cyber ​​Security
	5

	İFS-2226yn
	Algorithms and Data Structures
	6

	Total credits per semester
	30

	

	2nd Academic Year Spring Semester (4th Semester)

	Course Code
	Course Name
	Credits

	ÜF-2521y
	Business and Academic Communication in Foreign Language-4
	3

	İF-17123y
	Probability Theory
	5

	İF-2205y
	Web Security
	5

	İF-2208y
	Legal Aspects of Information Security and Cyber Security
	5

	İFS-2218yn
	Industrial Internet of Things (IIoT)
	6

	İFS-2223yn
	IT Project Management
	6

	Total credits per semester
	30

	

	3rd Academic Year Fall Semester (5th Semester)

	Course Code
	Course Name
	Credits

	İF-2207y
	Information Security Management Systems
	5

	İF-2209y
	Security of Databases
	5

	İF-2210y
	Cloud Security
	5

	İF-4153y
	Civil Defense
	3

	İFS-2217yn
	Technical Foreign Language (Cyber ​​Security Fundamentals)
	6

	İFS-2222yn
	Java Programming Language
	6

	Total credits per semester
	30

	

	3rd Academic Year Spring Semester (6th Semester)

	Course Code
	Course Name
	Credits

	İF-2211y
	Fundamentals of Cryptography
	5

	İF-2212y
	Fundamentals of Penetration Testing
	8

	İF-2213y
	Fundamentals of Electronics and Iot Security
	5

	İFS-2221yn
	Data Analytics
	5

	İFS-2224yn
	Mobile Programming
	4

	ÜFS-2701y
	Fundamentals of Entrepreneurship and Introduction to Business
	3
(Selective)

	ÜFS-1312y
	Critical Thinking
	

	ÜFS-1313y
	Education and Career Planning
	

	Total credits per semester
	30

	

	4th Academic Year Fall Semester (7th Semester)

	Course Code
	Course Name
	Credits

	İF-2214y
	Safe Programming
	5

	İF-2215y
	Fundamentals of Digital Forensics
	8

	İF-2216y
	Security of Industrial Control Systems
	5

	İFS-2219yn
	Machine Learning
	6

	İFS-2227yn
	Malware Analysis
	6

	Total credits per semester
	30

	

	4th Academic Year Spring Semester (8th Semester)

	Course Code
	Course Name
	Credits

	
	Experience 
	30

	Total credits per semester
	30

	Total Credits
	240






